(0]
-0
-0

(0]

&

/ompie
ZERO

B,

[




o
ujo

Klo
od

=L /=X CCQE 2 GS

2H99|01 / APT OUT !

A T A

Goon,

ez e B ::

/ombieZERO

ITEo A= E

(APT) S

= |
=]

oF
Ar
K
=T
J|0
>3
S
oF
X0
=

Zombie ZERO

coig 228 /ombieZERO

I

Al7|2F S ofd

MITRE ATT&CK 2F

Chxfel £

MITRE ATT&CK 2&F L 7123t HE

Ho

11
ilo]
=i
70
0
ol

P KERIS |

1100
0101
0110

&

Eff &hMl HE

W2 AO|HQIMAMIE] Yara Rule 8

s S

ZLEE 7|

ajl
=

3|
S

274
o=

N2core



Sandbox 7|9

SEETES

) ZombieZERO A E

Network APT

ZombieZERO

A8} PC / A

ZombieZERO EDR

Mirroring

MITRE ATT&CK

=4 & HS

&> zombieZERO SECaaS (Cloud)

ZombieZERO

QIEY
LEA 74
B — R
Router
Switch
” =
QLMY Mt
TAP
Switch 1
|
|
]—=——=—Ff
o O— runt T O—wrnt o
|
NEEE LEaE | RS SR
Switch A= AAH M | AtE HA A Switch
|
|
]

File APT (ZeiA)

N2core



H=ZE £8 - EDR

/ombieZERO EDR

(o)

ZH|XM|Z EDR (Endpoint Detection and Response) y-
PC, MH S ALEXt F17t2 S510] RUEE LI EES BX|/AHH seee

- 00| HE HEfo| ATEQ 0} BOtER M -

. 2EN|A [ FALE 271K WAOE 75 —

x7ls

1
_l
u
=
s
=
X
i
02
o
m
Rl
~~
Rl
n

-
L

IS XI# (\5 ZombieZERO SECaaS

NPCore ZeroTrust HOt ZombieZERO EDR2| E2ISE MH|A
A A IO QY Ei AE THY A3 Al
- M2 YH0|X|Z £510] 0f0|ME SHEHZ MR
= THUo| g BRSO B4 MHE B

- HOIM O / 2X] / Y2 S WX 7|5 HS

- AHEA#E] MOl Yo| =1, H/W =Y HIE

° e
_, 10CT|Hte] Azt 21 ©XI 47|01} §1Z/ T T2 S0 HEB Mu|A
‘ AFS XL EHEro| SHQ|of| ChEH RISHXIE X
UEQT, THY, Z2H A, HKAED §)
A
AA|ZE£7H e
- IR HE RIMO| a7k Yt TRMATL HE & 4 ol Hob Ero) NYg e
78 SO T A2l Wi HAHO 2 O F2|H|0| M2t SF Ol+2t 5 X5t ¢S
[ — — [—
-
L1
oy oy E7| % Drivero| EHOM SHZ  RIEE Q] IjY =8 A5 0|F HS
SUHE o203 HE w7t A (B4 gl o2 T

N2core



= X[X]

M
A

g5/

- AL X/

Anti Virus Yara Static Sandbox Reputation

Black List

> >1 VIRUSTOTAL

W

vmware

>

e

/
Bitdefender

>

HASH

YARA

AV Engine

User Black

=
110

ofn

|Of| Chet

=HOo| =
_IAO-I OHT'I SEE

Oof

MITRE ATT&CK /

- H&E3HE MITRE ATT&CK

s M3

M EE 2 2LEE T

=
1o

13
ild

L
60
by

Ho

INSTALLATION ) (COMMAND & CONTROL ) (ACTIONS ON OBJECT\VES)

) (

) ( EXPOITATION

DELIVERY

(RECONNA\SSANCE ) ( WEAPONIZATION ) (

=

oF

& S

5]

mo
()

=
ol
o
Tl

7] M| A

=

N2core



APT Security EDR Security

& M ®m & o=l o

Network APT Email APT File APT Sghee| £84M EDR SECaaS

V) MSE ECSC Al A=
- 20183 MTM(APT) B& Zig IHS g2 QAUSHAPT £2M .I
WY/ 5/ UF UK S U ECSCHE UH EQ m

G BESTaEY ajﬂer Eagd @ UTYARMLAY "'ﬁ; xopxyck  IF@anerm A @ M=y

Gyeongsangbuldo Offics of Edu Jootlanamdo Office Of Bdueatio 'DAEGU METROPOLITAN OFFICE OF EDUCATION v’

2H| CCOIS / 2 CCOIS / GSOIS B %w%
0

o
0= 8§35 2= Zgfet 124

ETE ILie| E51 S& - 12U
“ZombieZERO Inspector V3.0" =UHCC (EAL2 215) - APPARATUS AND METHOD FOR BLOCKING ZOMBIE BEHAVIOR PROCESS
“ZombieZERO Inspector V3.0 GS ¢I& - MALICIOUS CODE DEACTIVATING APPARATUS AND METHOD OF OPERATING THE SAME
“ZombieZERO Inspector V4.0" =H|CC (EAL2 2I5) - obd AE R YR A 0] SE Y

) 7IH &t

&

Security Profit Flexibility Safety Innovation
CiR BRI/ 24 ZYA} CHH| WEE ALO[H QHAMIE] ST B 7IBEE MITRE ATT&CK £
T 23] BX] Baix Hig ECSC B4 915 10C Z3HXIE EX] HAIZE 27t e

NPcore =HlHI= 700 4% 222 02-1544-5317 |  Sales@npcore.com



	5. 엔피코어_ZombieZERO Inspector v4.0_엔드포인트 보안솔루션 1.pdf
	5. 엔피코어_ZombieZERO Inspector v4.0_엔드포인트 보안솔루션 2
	5. 엔피코어_ZombieZERO Inspector v4.0_엔드포인트 보안솔루션 3
	5. 엔피코어_ZombieZERO Inspector v4.0_엔드포인트 보안솔루션 4
	5. 엔피코어_ZombieZERO Inspector v4.0_엔드포인트 보안솔루션 5
	5. 엔피코어_ZombieZERO Inspector v4.0_엔드포인트 보안솔루션 6

